Subject: VA comments to FIPS 201

From: "Catoe, Fred" <ired.catoe@va.gov>
To: <draftfips201@nist.gov>

Cc: <Tim.Polk@nist.gov>

Here are VA’s comments. VA would like to schedule a meeting with NIST in January to discuss our
concems. Please let me know who | should contract conceming a meeting,

If you have any questions, please contact Fred Catoe at 202-273-8122.

Department of Veterans Affairs
Formal Response to FIPS 201 Public Draft

In accordance with the guidance contained in the public draft of FIPS 201, Personal Identity Verification (PIV)
for Federal Employees and Contractors, the Department of Veterans Affairs (VA) is hereby submitting our
comments electronically in accordance with the public draft instructions.

In principal, VA supports the mandates in HSPD-12, Policy for a Cornmon Identification Standard for Federal
Employees and Contractors. At the same time the schedule called for is aggressive and may create an
environment where proper due diligence is difficult to achieve. VA has concems that the costs required to
implement the provisions of the FIPS 201 public draft will not be balanced against the benefits or the perceived
risks that this document intends to mitigate.

On December 16, 2004 VA participated in a meeting of the Smart Card Manager's Interagency Advisory Board
(IAB) to review an alternative version of FIPS 201. While VA still has certain concems, which are addressed
below, the Department voted to support the IAB version in place of the original NIST public draft. This wote of
support was offered “with reservations.” Therefore, the comments contained in this response are predicated on
the IAB draft as of December 16, 2004, and contain areas where VA is still not comfortable. Howewer, VA
wishes to concentrate our comments on key issues versus specific details where we have concerns.

Ower the past couple of years VA has been very active in the field of smart cards, public key infrastructure
(PKI) and Identity and Access Management (IAM) solutions. This includes our involvement in areas such as E-
Authentication and the Federal ldentity Credentialing Committee. Government and industry have taken notice
of the competency and technical approach VA is taking in our Authentication and Authorization Infrastructure
Project (AAIP), which incorporates smart card technologies as part of our One-VA ID card. Today, AAIP is in
the Limited Deployment Phase, giving VA an informed opinion on the requirements, issues and risks
associated with the mandates of FIPS 201. As such, VA is offering our perspective on FIPS 201 using our
experience and expertise in this area.

Human Resource/Contractor Processes

VA believes that the timeline for Human Resources to process a new employee, or for contractors to be fully
processed will adversely impact our organization. Currently, VA has approximately 80,000 new individuals
active in our healthcare system through our association with teaching universities. The processes defined may
prove to be so onerous that VA may hawve difficulties in sustaining these programs. This will result in
significant disruption to VA healthcare, and will raise costs.

The current position of FIPS 201 would preclude VA from employing a healthcare clinician until they complete
a security clearance. From VA’s perspective, this will have a devasting impact on available medical senices

for our veterans, who are principally concemed that a doctor holds appropriate medical credentials versus the
secutity clearance of their doctors.

Printed for Dennis Branstad <branstad@nist.gov>



